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Abstract

Purpose — Nowadays, there is a high demand for online services and applications. However, there is a
challenge to keep these applications secured by applying different methods rather than using the traditional
approaches such as passwords and usernames. Keystroke dynamics is one of the alternative authentication
methods that provide high level of security in which the used keyboard plays an important role in the recognition
accuracy. To guarantee the robustness of a system in different practical situations, there is a need to examine
how much the performance of the system is affected by changing the keyboard layout. This paper aims to
investigate the impact of using different keyboards on the recognition accuracy for Arabic free-text typing.

Design/methodology/approach — To evaluate how much the performance of the system is affected by
changing the keyboard layout, an experimental study is conducted by using two different keyboards which
are a Mac’s keyboard and an HP’s keyboard.

Findings — By using the Mac’s keyboard, the results showed that the false rejection rate (FRR) was 0.20,
whilst the false acceptance rate (FAR) was 0.44. However, these values have changed when using the HP’s
keyboard where the FRR was equal to 0.08 and the FAR was equal to 0.60.

Research limitations/implications — The number of participants in the experiment, as the authors
were targeting much more participants.

Originality/value — These results showed for the first time the impact of the keyboards on the system’s
performance regarding the recognition accuracy when using Arabic free-text.

Keywords Information security, Arabic language, Keystroke dynamics, Authentication,
Keyhoard-layout

Paper type Research paper

1. Introduction

Authentication is a verification process of the identity of an entity that is requesting access
to a system (Karnan ef al,, 2011). Internet businesses and many other systems require a more
stringent authentication process. With requests for trusted authentication ever increasing in
many of today’s security applications, traditional methods such as username and password
fail to meet today’s challenges. The drawback of these traditional methods is that they
afford easy ways to hack the system, which damages the overall system security (Deng and
Zhong, 2013).
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Biometrics authentication essentially depends on physiological data, such as fingerprint,
palm veins, face recognition, DNA, palm print, hand geometry and iris recognition. It can
also utilise a person’s behavioural data, such as keystroke dynamics, gait analysis, voice 1D,
mouse use characteristics, signature analysis and cognitive biometrics. Using a person’s
biometrics provides a significant security improvement to face such challenges, as
compared with the traditional methods (Deng and Zhong, 2013). Keystroke dynamics is a
behavioural biometric that provides a natural choice for secure access. It is understood in
Monrose and Rubin (1997) as “not what you type, but how you type”. That is, it
authenticates the user based on the keyboard typing pattern. This behavioural biometric,
therefore, provides a high level of usability whilst maintaining strong system protection
(Alsultan and Warwick, 2013a, 2013b).

Keystroke dynamics is concerned with the way that a user types characters on a
keyboard or keypad. Each user has a unique typing manner that differs from others,
and it can be measured to generate a distinct pattern that can be used in the
authentication process (Chang et al., 2011). The measurements of an individual user
from every keystroke can be recorded to determine the timing features. These timing
features are: keystroke duration (the time when a key is depressed until it is released),
keystroke latencies (the time between two consecutive keys presses or releases), di-
graph duration (the time between releasing the first key and pressing the next key) and
down-up key time duration (Alsuhibany et al., 2016). After recording, these timing data
will be processed through different methods or algorithms to identify users (Chang
et al., 2011). This behavioural biometric offers several key advantages. First, capturing
data from users is an easy task because computer users are typing often for both work
and pleasure. Second, it is not costly because the only hardware needed is a computer
with a keyboard (Tappert et al., 2012). Third, the keystroke biometric can provide an
effective balance between the aspects of usability and security. Finally, even after
verifying a user’s identity, keystrokes continue to be entered for potential subsequent
checking because they exist as a simple consequence of users making use of their
computer (Gunetti and Picardi, 2005).

To date, a keystroke dynamic has two main classes: free-text and fixed-text (Alsultan
and Warwick, 2013a, 2013b). The free-text keystroke dynamic class uses the typing patterns
of the user without entering a predefined text, whilst the fixed-text class uses the typing
patterns of the user with entering a predefined text (Karnan et al, 2011). This paper focuses
on the free-text class only.

The Arabic and English languages are very different to each other. For example,
Arabic is a Semitic language belonging to the Afro-alphabet language family, whilst
English is a Germanic language from the Indo-European language family (Miller and
Katzner, 2002). Moreover, although Arabic numbers are written from left to right, Arabic
letters are written from right to left. An Arabic word includes a set of different letters, and
the letters are connected during writing both in printed and handwritten texts. Hence, a
study (Alsuhibany et al, 2016) analysed the free-text keystroke dynamic for Arabic
language. During the study, three timing features were applied: keystroke duration, di-
graph duration and latencies. These features can, thus, be used to construct a unique
signature for each user. Furthermore, Euclidean distance was used to find the level of
similarity between a user’s log-in data and a user’s profile. Therefore, the results showed
that the approach proposed in Alsuhibany et al (2016) offers better performance than
previous results (Alsultan ef al, 2016) with a false acceptance rate (FAR) of 0.20 and a
false rejection rate (FRR) of 0.0.



In this paper, an extension of the work presented previously in Alsuhibany et al. (2016) is
discussed by investigating how much the system performance would change when using
two different keyboards for Arabic language. In particular, the keyboard’s layout used
during the sign-up phase (i.e. an HP’s keyboard) differs from the layout that is used in the
testing phase (i.e. Mac’s keyboard). By applying the same timing features and classification
methods that were used in Alsuhibany et al (2016), we achieved very interesting results.
The FRR reached 20 per cent, and the FAR reached 44 per cent when using a Mac’s
keyboard to collect user profile data. Moreover, the FRR was 0.08, whilst the FAR was 0.60
when using an HP’s keyboard in the sign-up phase.

The organisation of the rest of the paper is as follows. Section 2 reviews similar prior
works. Section 3 describes the methodology used, whilst the experimental study is explained
with more details in Section 4. The results are presented in Section 5 and discussed in
Section 6. Section 7 concludes the paper and highlights our research contribution to the
future work.

2. Background and related work

This section discusses related work in the area of free-text keystroke dynamics in general
and those using Arabic free-text in particular. Additionally, a number of studies that sought
to investigate the impact of using different keyboards on user authentication are reviewed.

2.1 Background

A recent comprehensive survey of free-text keystroke dynamics methods was compiled in
Alsultan and Warwick (2013a, 2013b). There have been many studies undertaken in the area
of free-text keystroke dynamics. These studies are differentiated in accordance with
variations in selecting time features, as well as classification methods (Alsultan and
Warwick, 2013a, 2013b). Additionally, this survey highlights the fact that Euclidean
distance has attracted much attention in many works, for instance, Villani et al. (2006);
Samura and Nishimura (2012) and Buch ef a/. (2008), due to its accuracy. Further, it mentions
a number of factors that affect performance in free-text keystroke systems. Some of these
factors are text length, word choice and keyboard types. For example, Singh and Arya
(2011) used the flight time of key group pairs as a time feature and applied Euclidean
distance to classify the users. They achieved a FAR of 0.02 per cent and an FRR of 0.04 per
cent. Moreover, a study by E Ahmed ef al. (2008) selected di-graph latency as a time feature,
and a neural network was applied to classify users. The results of this study showed 0.015
per cent for FAR and 4.82 per cent for FRR. The accuracy of the proposed system in Gunetti
and Ruffo (1999) reached 90 per cent when the decision tree classification method was used.
All of the above studies, including the survey paper, were performed using English
language free-texts.

Although there has been a very little research on other languages, such as in Gunetti et al.
(2005), these languages share the same alphabets with English. However, a recent study by
Alsultan et al. (2016) investigated the free-text keystroke dynamic using an Arabic language
input. This study examined the usefulness of applying an original keyboard’s key layout-
based method for free-text keystroke dynamics user authentication on Arabic text. The
method was originally created to be used with English typing, yet it has crossed over to
Arabic input successfully. Additionally, the support vector machines (SVMs) and decision
trees (DTs) were utilised to classify individuals based on the timing features. The results of
this study showed that the Arabic language input was successfully used for free-text
keystroke dynamics user authentication. Moreover, a study in Alsuhibany et al. (2016)
extends Alsultan et al. (2016) by investigating the utilisation of different timing features and
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applying different classification methods. Both studies Alsuhibany ef al (2016) and
Alsultan, et al. (2016) applied keystroke dynamic authentication for Arabic input; however,
different timing features and classification methods were applied. Specifically, in
Alsuhibany et al. (2016), three timing features were used: keystroke duration, di-graph
duration and latencies. Euclidean distance was then applied to find the similarity between
user data. The results show that the system performance in Alsuhibany et al. (2016) was
better than in Alsultan et al. (2016), with a FAR of 0.20 and an FRR of 0.0.

The work done in Curtin ef al. (2006) concentrates on long-text input by conducting three
experiments to identify high recognition accuracy that can be acquired if the keystroke
system is under the most optimal conditions. The nearest neighbour classification technique
using Euclidean distance was implemented in these experiments. The results showed that
100 per cent identification accuracy was achieved when the same keyboard and the same
text was used in both the testing and enrolment phases. However, the accuracy was
decreased to 97 per cent when different text lengths were used, even if the same keyboard
was used.

2.2 Related works

The experiments in Villani ef al (2006) aimed to discover the effectiveness of user
identification under optimal (the same keyboard type) and non-optimal conditions (the
different type of keyboard for enrolment and testing) for English language texts. The
keyboard types were desktop and laptop keyboards. When using the same keyboard for
enrolment and testing, 99.5 per cent identification accuracy was obtained for laptop
keyboards, whilst 98.3 per cent accuracy was achieved for desktop keyboards. However, the
accuracy decreased significantly when subjects used different keyboard types for enrolment
and testing. That is, when using the laptop for enrolment and the desktop for testing, they
obtained 61 per cent identification accuracy. When using the desktop for enrolment and the
laptop for testing, 59 per cent identification accuracy was obtained.

A study in Samura and Nishimura (2012) investigated the impact of using same/different
keyboards for personal identification by keystroke dynamics in Japanese free-text typing.
An experiment was conducted to evaluate the influence of using same/different keyboards.
Although the number of participants was limited (i.e. 12 participants), the recognition
accuracy was high against the keyboard difference. Likewise, a study in Matsubara et al.
(2015) investigated the impact of using same/different keyboards for Japanese free-text
typing. The results of this study showed that low typing skill users are more easily
influenced by the change of keyboards than those wither higher typing skills. As a result,
for low typing skill users, the accuracy reached 86 per cent when using different desktop
keyboards. For high typing skill users, the recognition accuracy increased to 99 per cent
when typing the texts in different desktop keyboards. It is salient to note that the authors
used different identification methods for each experiment to maintain high accuracy against
the keyboard differences.

This paper, hence, constitutes an extension of work originally presented in Alsuhibany
et al. (2016) by investigating the impact of using different keyboard layouts on user
authentication process for Arabic free-text.

3. Methodology

In this section, the time features, the way to extract timing vectors and the Arabic texts that
are used in this experiment are explained. Additionally, the methods which are used to
classify users based on their collected data are described.



3.1 Time features and extracting timing vectors
The users can perform two actions for a key when they are typing on a keyboard, which are
pressing a key (D) and then releasing the key (Un). Where # indicates the key and the time
is recorded in milliseconds.

In this study, as suggested in Alsuhibany et al. (2016), the following three timing features
were extracted, as shown in Figure 1:

(1) Hold time for a key (H): This is the time that a user presses a key before releasing
it. It can be calculated by the following formula Hy; = Uyq — Dy.

(2) Keystroke latencies: This can be called down-down (DD), which is the elapsed
time between two consecutive keys presses. It can be calculated as: DD = Dy, —
Dk1~

(3)  Di-graph duration: This is the time between releasing the first key and pressing the
next key, e.g. UD = Dy, — Uj.

Figure 1 illustrates the actions that can be performed on the keys and the features that can
be extracted for each key during the time period, which is recorded in milliseconds.

After defining and extracting the timing features, we noticed a number of outliers and noisy
data, such as when a user presses two keys together by mistake. These outlying data may lead
to incorrect results. Therefore, these data have been deleted during the pre-processing phase.
The timing vector in our study is the same as in Alsuhibany et al (2016) which is the means of
keystroke duration, flight time and di-graph duration. This time vector was extracted and stored
in the database during enrolment and testing phases to be used in the classification process.

3.2 Typing data

In this section, the Arabic text that participants were asked to type using two different
keyboard layouts is presented. For the usability aspect, we selected common words and
letters that can be typed using only one key for each letter (e.g. we avoid words that
have letters such as “I” which needs to press H and shift key at the same time on a Mac
keyboard).

(1) Avrabic text for the sign-up phase: This Arabic text is made of 199 characters (with
spaces) as follows:

o G sl )5 8 I VI Ade Ja 5 A Al Al 00 55 5 ) )i (e g denll 5 g o 3 o Il (e

Sobaally Rande Ay g 4Sla sl aiaill gk 138y 48 (i ) Lgacina s Lguids

(2) Arabic text for the log-in phase: This Arabic text has 179 characters (with spaces)

as follows:
alenila JS A5 RS g8 s apemntil Y 5 s 3y Y J sl 138 5 a1 s y3lndl il g gannd i e DAY
SGIAN ABS ) SE el 4 Y] b ) ey A padll

Time

e

Dy Ul Dz Uka
Hia pUD gy o o

¢ DD ’

Source: Alsuhibany et al. (2016)
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Figure 1.
Keystroke features
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Figure 2.
Arabic-English
keyboard of the
MacBook Pro laptop

3.3 Classification methods
We applied Euclidean distance due to its accuracy, as discussed in Section 2, to check
whether the user’s data during a sign-up phase are close to the user’s data during the
enrolment phase.

As the timing vectors consist of three dimensions, including the means of keystroke
duration, flight time and up-down keys duration, we have used a Euclidean distance
equation in three-dimensional space (Waterman, 2016):

d(x,y) = \/(x1 —31)2 + (%2 — ¥2)% + (v3 — y3)? @

where x and vy are two vectors. In this study, x indicates the user’s testing vector,
and y indicates the user’s training vector. Additionally, d(x,y) should not be less than zero
(i.e. d(x,y) > 0) (Waterman, 2016).

To identify users, we needed to classify the data by determining a threshold for
Euclidean distance. Based on the work done in Alsuhibany ef al. (2016), we determined the
standard deviation (SD) of a user’s data vector during sign-up phase as the threshold
between two user vectors.

After collecting data, we used MATLAB, which provides a statistical toolbox that can
assist us to calculate the distances between two vectors to analyse the data and extract
timing vectors for each user.

4. Experiment

We carried out a controlled laboratory experiment in such a way that all participants were
asked to type texts in Arabic language using two different keyboard layouts. In this section,
we describe the setup and procedure of the experiment.

4.1 Experiment setup
In this part, the system, participants and materials of the experiment are detailed:

o System: The developed system in Alsuhibany ef al. (2016) is used in this experiment
to collect data from users. This system then has been installed on two different
laptops with different keyboard layouts. The first laptop was MacBook Pro, and the
layout of the keyboard is shown in Figure 2. The second laptop was HP, and
Figure 3 shows its keyboard layout. In both laptops, the data are stored in a MySQL
database. Once the sign-up phase is successfully completed, the users are directed to




the log-in interface, as illustrated in Figures 4 and 5. There is an email box in both
phases of the interface where the user’s email operates as a user’s ID in the database.

Participants: In total, 34 users participated in the experiment. The participants had
different levels of typing skills and were aged between 19 and 60 years.
Furthermore, they were native Arabic speakers with different educational
backgrounds (21 undergraduate students and 13 graduates). A proportion of
participants had prior experience with one of the keyboards that we used in this
experiment.

Materials: The stimulus material presented to participants consisted of two texts
written in Arabic: sign-up text and log-in text. The sign-up text in Arabic was 199
characters (with spaces) in length, and 179 characters (with spaces) for the log-in
text. Although several studies have shown an interest in using short free-text, for
instance, Singh and Arya (2011); Monrose and Rubin (1997) and Chantan et al
(2012), it seems insufficient to use short texts to analyse keystrokes, as it does not
provide an adequate amount of information to discriminate between users (Dowland
et al., 2001; Gunetti and Picardi, 2005; Sim and Janakiraman, 2007). Therefore, we
decided to use these lengths of characters for both languages.

) 5
c‘ﬂ g/

|6~

3]

91)
\ s — |

‘Ll \

L \

o= Q
] Vcr

‘I '\
Lg)|{1a

'e® keystroke Dynamics Prototype

SIS (S oy Las e

cdlas) 53 e dakaall B Tpallal] Jaiad | 2iiais a3 cle ), Baal Slaea 555 o) 15)

| £ 50y SEEIR] ey )

B il ) GSL b JGH Gedl | 4GS ad i e

Ermenifl 2yeER o] AfLFFa] 5o o came( (1505 0 e ol Bof) omn B S
EHI Lpaias s Leedi o 330530 Taaas nll 5,08 LLILY I Gale i s ‘,_,Jlu...nn
oo lead L dands Gy 50w 43SLes 3 Loy poeil)l ssiy lias 4ad JBaal

- Jleay!

Free-text
keystroke
dynamics

227

Figure 3.
Arabic-English
keyboard of the HP
laptop

Figure 4.
Sign-up interface in
Arabic
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Figure 5.
Log-in interface in
Arabic
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We have used the same text for sign-up in both laptops, and users type the same text for log-
in using two different keyboards. The details of these texts have been given in Section 3.

Furthermore, a study in Villani ef al. (2006) concluded that the system has a good chance
of accurately identifying a user when a participant uses the same type of keyboard for both
training and testing. However, investigating the recognition accuracy for Arabic language
input whilst using different keyboards constitutes an important contribution to this field of
research.

4.2 Experiment procedure
In this section, we clarify how we conducted the experiment, i.e. instructions that were given
to the subjects, procedures and data collection.

First, we explained the main goal of our experiment to all participants, which is
examining the effect of using different keyboards on the user authentication process. To
facilitate concentration for the subjects during the experiment, we carried out this
experiment in a laboratory environment. The subjects were requested to put their phones off
or switched to silent to avoid any type of interruption during the experiment. Each user was
asked to type the displayed text in two laptops which have different keyboard layouts. The
participants were asked to complete all phases (training and testing) in one of the laptops
and then switch to the second laptop and follow the same procedure (i.e. sign-up then log-in).
The participants were permitted to take a break between sign-up and log-in phases.
Moreover, the use of the backspace and spacebar keys was permitted during this
experiment. Finally, a welcome message was displayed at the end of the sign-up phase,
whilst a confirmation message was shown at the end of the log-in phase, which indicates the
end of the experiment. The participants were asked to use the same email address during the
experiment whilst using MacBook and HP laptops. For each participant, all typing attempts
are recorded in milliseconds and stored in the database. For each laptop, we collected the
timing vector for the participants.

5. Results
All 34 participants successfully completed their given task. To evaluate the system, two
performance measures are used: FRR and FAR (Alsultan and Warwick, 2013a, 2013b). FRR



is the ratio of the authorised users who are incorrectly prohibited access to the system. On
the other hand, FAR is the ratio of the unauthorised users who gain access to the system. In
this experiment, we calculated the FAR and FRR in two cases as follows. For the FAR, we
compared users’ test data that were stored in the Mac laptop with two users randomly based
on their profile data collected in the HP laptop. Also, we compared users’ test data in the HP
laptop with two users randomly based on their training data collected in the Mac laptop. We
used an automated function in Java to pick a random user. We calculated the FRR by
comparing users’ test data collected in the HP laptop with users’ profile data, which were
gathered by the Mac laptop. We compared users’ log-in data collected in the Mac laptop with
users’ training data collected in the HP laptop.

As mentioned in Section 3, the SD of the users’ training data has been chosen as a
threshold. Consequently, we have achieved an interesting FRR and FAR when using two
different keyboard layouts. In the first case, when we use login data from the Mac laptop
and compare it with HP’s training data, we found that the FFR is equal to 0.08 and the FAR
is equal to 0.60. In the second case, when comparing HP’s testing data with Mac’s profile
data, the value of the FRR equals 0.20 and the FAR equals 0.44. These results are outlined
below in Table I.

Interestingly, the system performance is influenced by utilising the two keyboard
layouts in the sign-in and log-in phases. For example, Figures 6 and 7 show the system
performance when using Mac and HP keyboards, respectively.

6. Discussion

The results of this experiment show that using two different keyboard layouts during the
log-in and sign out phases affects the performance of the system. That is, when the SD is
used as a threshold for Euclidean distance, we found interesting results regarding the FAR

Testing data Mac’s keyboard HP’s keyboard
Training data HP’s keyboard Mac’s keyboard
Threshold SD
Euclidean distance
FAR FRR FAR FRR
0.60 0.08 0.44 0.20
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Table 1.
Error rates of using
Euclidean distance

FRR when using Mac's keyboard for log-in phase
600

=== Fyclidean Distance

200 e Threshold (D)

Typing attempts in milliseconds

Figure 6.

The system
performance when
using a Mac’s
keyboard




ICS
27.2

230

Figure 7.

The system
performance when
using an HP’s
keyboard

and FRR whilst using two different keyboard layouts, as they reflect the accuracy of the
system. It is important to note that the achieved results may confirm a known fact, i.e. that
keystroke layout has an influence on typing patterns. However, the aim of our study was to
evaluate and validate the system performance whilst using Arabic keystroke layout, as
Arabic language has different features comparing to previous studies (Villani et al., 2006;
Matsubara et al, 2015). Additionally, we argue that our findings have important
implications for supporting proven studies for using English keystroke layout (Villani et al.,
2006) and using Japanese keystroke layout (Matsubara et al., 2015).

Moreover, the features used in our experiment are the same as in Alsuhibany et al. (2016),
as well as the typed text. However, the accuracy in Alsuhibany et al. (2016) was much better
than the achieved accuracy in this experiment. In particular, the FRR in Alsuhibany et al.
(2016) was equal to 0.0 for Arabic text, whereas in this experiment, the ratio reaches 0.08 and
0.20. The possible explanation behind this may be that the same keyboard layout was used
in both the enrolment and testing phases.

Moreover, using different keyboard layouts not only affects the FRR ratio but also the
FAR. That is, in the previous study (Alsuhibany ef al, 2016), if 20 per cent FAR was
achieved, whilst we achieved 44 per cent, which could be increased to reach 60 per cent. It is
observable that the FAR is deteriorating when a keyboard layout is used in the sign-in that
differs from the keyboard that was used in the sign-up phase.

It is stated in Matsubara et al. (2015) that using different keyboards for typing Japanese
text affects the accuracy of the system, except for those who have very high typing skills,
where the accuracy reached 99 per cent. Our results prove that the change of keyboard’s
layout from phase to phase (e.g. sign-up phase to sign-in phase) affects the accuracy of the
system for Arabic text also, as illustrated in Figures 6 and 7. Furthermore, as shown in
Table I, the ratio of FAR is increased by at least 20 per cent compared to previous work
(Alsuhibany et al., 2016) even when the same text and timing features were used.

Additionally, during this experiment, we found that most of the participants were familiar
with HP’s keyboard layouts. This might be the reason underlying the increased FAR ratio or
decrease FRR ratio, compared to the results of the Mac keyboard. Additionally, even though
all of the participants are Arabic native speakers, the level of typing skills varies across
participants, which affects the accuracy of the system as indicated in Matsubara ef al. (2015).

A limitation of this study is that the sample size of participants was relatively small.
However, we consider this work to validate the impact of keyboards on the system’s
performance regarding the recognition accuracy when using Arabic free-text. A future study
investigating this impact with a larger sample size would further corroborate these results.

FRR when using HP's keyboard for log-in phase

e=gu= Euclidean Distance

00 4= Threshold (SD)




7. Conclusion and future work

This study has investigated the impact of using different keyboard layouts on the user
authentication process when typing Arabic free-text. Therefore, an experimental study was
conducted. The results of this investigation showed that FAR was 044 using the first
keyboard and 0.60 using the second, whilst the FRRs were 0.2 and 0.08 for the first and
second keyboards, respectively. Hence, a considerable change in the accuracy of the system
is observed when using different keyboards even under the same time features and Arabic
text inputs.

This work can be extended by applying some methods to achieve more accurate results
in light of the keyboard differences. Moreover, more timing features might be used to
increase the accuracy of the system. These results could be further enhanced by using
different classification methods. Finally, this study could be extended by investigating the
effect of using different keyboard layouts in other languages.
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