
978-1-5090-5814-3/17/$31.00 ©2017 IEEE 

                                                  
Evaluating Robustness of Arabic CAPTCHAs 

 

Suliman A. Alsuhibany1,  
1Computer Science Department, College of Computer,  

Qassim University, Qassim 51477, Saudi Arabia 
salsuhibany@qu.edu.sa 

 
Mohammad Tanvir Parvez2,  

2Computer Engineering Department,  
College of Computer,  

Qassim University, Qassim 51477, Saudi Arabia 
m.parvez@qu.edu.sa 

 
Naseem Alrobah3,  Fatimah Almohaimeed3,  

Samar Alduayji3 

3Information Technology Department,   
College of Computer,  

Qassim University, Qassim 51477, Saudi Arabia 
331204315@std.qu.edu.sa, 331202328@std.qu.edu.sa, 

daiejy@qu.edu.sa  

 
 

Abstract—CAPTCHAs are applied on websites to 
differentiate between human users and automated programs, 
which indulge in spamming and other fraudulent activities. Since 
there are many websites that provide services in Arabic 
language, Arabic CAPTCHAs have been proposed by a number 
of studies. These CAPTCHAs rely on the distortion of text 
images rendering them unrecognizable to essentially pattern 
recognition techniques. However, the segmentation resistance 
evaluation against the proposed Arabic CAPTCHA schemes has 
not yet been done. Thus, this paper evaluates the robustness of 
the state of the art Arabic CAPTCHAs. Specifically, we showed 
that a number of proposed Arabic CAPTCHAs could be broken 
with an acceptable success rate. Moreover, a set of 
recommendation is derived in order to guide the design of robust 
Arabic CAPTCHAs.  

Keywords— CAPTCHA; Arabic Script; Cyber security; Spam; 
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I. INTRODUCTION 

With the rapid increase of using Internet and E-services, 
such as e-government and e-health services, information 
security becomes more valuable than before. Users of these 
services are asked to register and fill forms. Authentication, 
which is the way of verifying the identity of a user, is one of 
the main aspects of securing information over the Internet. 
Therefore, online services are recommended to include an 
authentication method to verify if the user is a human or a 
robot. 

A robot program can pose as a human and gain illegitimate 
access to resources and abuse online services. For example, 
bots can record thousands of votes automatically in online polls 
or sign up for thousands of accounts with different types of 
service providers. This, therefore, wastes a large volume of 
website resources and reduces the system performance [1]. 

HIPs, or Human Interactive Proofs, are challenges meant to 
be easily solved by humans while remaining too hard to be 
solved by automated attacks. CAPTCHA (Completely 
Automatic Public Turing test to tell Computer and Human 

Apart) is a HIP challenge that widely used in World Wide Web 
(WWW) to protect websites from the malicious programs [2]. 

Since bots are constantly improved to overcome common 
HIP challenges, the research community has developed many 
types of CAPTCHAs [1]. Nevertheless, most of the websites 
only adopt text-based CAPTCHAs that based on Latin script 
due to many advantages [4]. Indeed, CAPTCHAs based on 
Latin script have much vulnerability as stated in (e.g. [11, 12, 
13]). Thus, they are threatened by malicious attacks. 

A good-designed CAPTCHA should focus on two aspects: 
robustness and usability [4].The robustness of CAPTCHA 
refers to its resistance to adversarial attacks, while the usability 
is the ease to solve by the human. Balancing between the 
robustness and usability seems an important point to be 
considered. Indeed, accomplishing these aspects is very 
difficult [1, 3, 4]. 

Despite the fact that most of Arabic countries are moving 
towards implementing e-services and supporting of Arabic 
language in most of their online websites, they are still 
adapting Latin text-based CAPTCHAs. Therefore, using 
Arabic CAPTCHAs can be seen as a more usable alternative. 

Arabic script is used in a wide variety of languages besides 
Arabic, including Persian, Malay and Urdu. In addition, Arabic 
script inherits many characteristics that have been proven to be 
effectively used in the CAPTCHA security [6]. According to a 
study conducted by Fidas et al. [5], a CAPTCHA composed of 
native language characters is considered as a viable and 
probably usable alternative to a Latin-based one. For this, Arab 
users, especially who merely use Arabic letters in all online 
activities, might find Latin CAPTCHAs inconvenient to 
recognize.  

There have been few studies done to investigate the typed-
text Arabic CAPTCHAs. The first study employing Arabic 
script in the CAPTCHA field was conducted in [6]. Khan et al. 
[7] improved the previous work by using different fonts and 
distortions. Moreover, a set of websites provide Arabic 
CAPTCHAs as a service that can be integrated into the user’s 
website [8, 9, 18]. Although a security evaluation has been 



conducted to a number of these studies, evaluating the 
robustness level against the segmentation attack, which is an 
important potentially attack as stated in [11, 13], has not yet 
been accomplished.  

Therefore, this paper evaluates the robustness level of the 
state of the art Arabic CAPTCHAs by using developed 
segmentation algorithms. We run each segmentation algorithm 
on five different schemes by conducting five independent 
experiments. The results showed that the existing proposed 
Arabic CAPTCHAs appear vulnerable to the segmentation 
attack. Hence, we suggest a set of recommendations that can be 
utilized as a guideline for designing a robust Arabic 
CAPTCHA. 

This paper is organized as follows. Section 2 discusses 
related works. Section 3 provides a short overview of Arabic 
script. Section 4 presents the evaluation of the state of the art 
Arabic CAPTCHAs. Section 5 discusses the results. Section 6 
presents some recommendations. Finally, Section 7 concludes 
the paper. 

II. RELATED WORKS 

Generally speaking, most of studies on Arabic CAPTCHAs 
have been done in the typed text schemes, while very little 
works were reported for handwritten schemes. Therefore, this 
section highlights studies of both types of schemes. 

A. Typed Text-based Arabic CAPTCHAs 

The first work employing Arabic script in the CAPTCHA 
field is presented in [6] that generates images of random 
meaningless Arabic words as CAPTCHA. In particular, the 
work reported in [6] presents an application of Persian/Arabic 
CAPTCHA, while the work in [14] applies Arabic 
CAPTCHAs for verifying spam SMS. Khan et al. [7] improved 
the previous work of typed-text Arabic CAPTCHA. 
Specifically, they exploited the limitations of Arabic OCRs in 
reading Arabic text by adding some background noise and 
using specific Arabic font types in CAPTCHA generation. 
Besides, the study in [17] proposed advanced Nastaliq 
CAPTCHA that provides essentially random meaningless 
Persian words which are close to Arabic words in terms of 
script. 

The work presented in [8] is an open source application of 
Typed-text Arabic CAPTCHA. This application consists of 
fixed separated letters with some random noises. Additionally, 
BotDetect CAPTCHA generator [18] provides challenges with 
many different styles and languages in which Arabic language 
is one of these languages. Furthermore, an application of 
Typed-text Arabic CAPTCHA is presented in [9], where the 
CAPTCHA challenge has two dictionary words with two-
crossed lines as distortions. 

B. Handwritten Text-based Arabic CAPTCHAs 

The only contribution of implementing the handwritten 
Arabic CAPTCHA is in [10]. This study proposed a novel 
approach by exploiting the PAWs (Part of Arabic Words) and 
breaking Arabic connection rules by distortion-connected 
characters, and displacing them from baselines. However, since 
our work is focusing on evaluating the robustness of typed 
text-based Arabic CAPTCHAs, the evaluation of the 

handwritten Arabic CAPTCHA is out of the scope of this 
paper. 

III. ARABIC SCRIPT: AN OVERVIEW 

This section explains the characteristics of Arabic language 
in terms of writing direction, shapes and recognition.  

Arabic script has 28 letters [16]. Despite Arabic numbers 
are written from left to right, Arabic letters are written from 
right to left. A word includes a set of different letters. 
Moreover, the letters are connected during writing both in 
printed and handwritten texts. Besides, some letters are written 
overlapped, one letter is on top of another, as shown in Figure 
1(a). Also, sometimes when a letter is written in the middle of 
the word, it partially disappears under its predecessor, as 
shown in Figure 1 (b). 

(a) (b) 
Fig. 1. Illustrations of (a) overlapping case and (b) partial disappearance of a 

letter in Arabic script. 

There are a maximum of four different forms of writing a 
letter in Arabic script depending on its position in the word. 
For instance, the form of the letter Mem can be either "ـم" ,"م", 
 where it can be an isolated letter, at the end of the ,"مـ" or ,"ـمـ"
word, between two letters or in the beginning of the word, 
respectively. Moreover, several Arabic characters have similar 
shapes, e.g.   ب ت ث ن  As .ف ق ,د ذ ر ز و ,ط ظ ,ع غ ,ص ض ,ج ح خ ,
stated in [16], this similarity confuses OCR to recognize 
characters correctly. These features, accordingly, lead to apply 
the Arabic language in the text of CAPTCHA. However, the 
vulnerability to such attacks likes the segmentation attack has 
not yet been tested. 

IV. EVALUATION OF THE STATE OF THE ART 

This section evaluates the state of the art Arabic 
CAPTCHA schemes. In particular, many studies have been 
published [6, 7, 17], in addition to these websites [8, 9, 18] 
where Arabic script is suggested to be utilized in CAPTCHA 
tools. Even though the segmentation attack was discussed 
extensively in the text-based CAPTCHAs field as a key threat 
on CAPTCHAs, current Arabic CAPTCHAs have not been 
evaluated against this attack. 

Moreover, as stated in [13] “if breaking a CAPTCHA 
challenge can be reduced to the problem of recognizing its 
characters, then this CAPTCHA is effectively broken.” Based 
on this, we developed a segmentation process in order to 
evaluate the existing Arabic CAPTCHAs. Segmentation 
process in general was used in a number of previous works 
(like in [11, 12, 13]) for Latin CAPTCHAs, with the goal of 
extracting characters from CAPTCHA images. In the 
following, we discuss the methodology for evaluating the 
CAPTCHA schemes. 

A. Methodology 

The methodology that we follow can be divided into two 
consecutive steps: Pre-processing and Segmentation. These 
steps are described as follows. 



1) Pre-processing: This step is important in order to 
remove the added distortion. In particular, the image is 
binarized to separate the text from the background noise. To 
do this, we used a commercial software called CAPTCHA 
Solving Software (GSA Captcha Breaker) [15] to accomplish 
the pre-processing step. It seems empirically that this software 
is a powerful method for removing the distortion of targeted 
schemes, as will be demonstrated in the following section. 

2) Segmentation: Once the distortions are removed, the 
segmentation process is applied. Specifically, it is the process 
where the location of each character in a target object is found 
correctly and in the right order [11]. For this, we developed 
two Arabic script segmentation algorithms: vertical 
segmentation algorithm and joint point segmentation 
algorithm [10]. For the first algorithm (Algorithm 1), after 
segmenting targeted scheme’s samples, we classify the results 
into four groups: 
 

• Not segmented word: It means that all characters are 
not segmented and the algorithm could not find the joint 
points between the letters.   

• Incorrectly segmented word: It means that either one 
letter is broken into two segments, or it is not in the 
right location (i.e. right order). 

• Partially segmented word: It means that not all 
character-blocks are segmented (i.e. there are two or 
more letters are still connected). 

• Completely segmented word: It means that all letters 
are segmented correctly and in the right order. 

For the second algorithm (Algorithm 2), the results are 
classified into three groups: 

• Un-segmented characters: It means that the character 
is not segmented. 

• Segmented characters: It means that the character is 
fully segmented. 

• Over-segmented characters: It means that the 
character is segmented into parts. For example, the 
character NOON (ن) segmented in the middle. 

B. Targeted Schemes (Using Algorithm 1) 

This section presents the schemes that are evaluated in this 
paper using vertical segmentation algorithm. The targeted 
schemes are as follows. 

1) Scheme 1 [6]: This scheme is the first work in utilizing 
Arabic script as the CAPTCHA text. The observed features of 
this scheme are: fixed background color, a single font type 
that has the same style, size and color, constant location of the 
character string, and simple distortions such as constant 
location and number of straight lines. Figure 2 shows a sample 
from this scheme.  

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

Fig. 2. A sample of scheme 1 [6] and its evaluation steps. 

Unfortunately, we found only one sample from this 
scheme; although of this, we did evaluate the sample and could 
partially segment it. Accordingly, we observed many security 
flaws in this scheme. For example, it uses fixed and predictable 
patterns in the presentation of CAPTCHA images, which 
makes it vulnerable to attacks.  

2) Scheme 2 [7]: This scheme extends the work in [6] by 
adding more features. For example, 52 font types and different 
font sizes are chosen randomly. Also,  more than one 
distortion types are added, as well as the random variation of 
the position of CAPTCHA text.  

We collected 10 samples which were available so far for 
the evaluation step. A sample of this scheme and its evaluation 
steps are demonstrated in Figure 3. 

 

 
 
 
 
 
 

 

 

Fig. 3. A sample of scheme 2 [7] and its evaluation steps. 

We fed the samples from [7] to the pre-processing step with 
the following parameters: the threshold value of binarization 
was 75%, while connected components that contain less than 
10 pixels were removed. After that, we fed all samples to our 
segmentation algorithm, sequentially. We found that 10% of 
the samples were incorrectly segmented, whilst 90% were 
partially segmented.  

Based on these results, we observed the following security 
weaknesses. The scheme was applying a fixed background 
color and foreground text color. Besides, the distortion color 
was different from text color. Also, there were only two types 
of distortion lines that were in form of straight lines or/and 
arcs. Finally, the number of lines was fixed in each level (10 in 
easy level, 20 in medium level and 30 in hard level).  

3) Scheme 3 [17]: This scheme mainly consists of  
random meaningless Persian/Arabic words. A sample of this 
scheme and its evaluation steps are demonstrated in Figure 4. 

 



 

 
 

 

 

 

 

 

Fig. 4. A sample of scheme 3 [17] and its evaluation steps. 

Unfortunately, we found only one sample from this 
scheme; although we did evaluate the sample and could 
partially segment it. Consequently, we observed that the main 
weakness in this scheme might be that some special Persian 
characters are applied which do not exist in Arabic characters, 
e.g. “ج” with 3 dots as shown in Figure 4. 

4) Scheme 4 [8]: This scheme basically consists of a fixed 
number of characters with some random noises. We collected 
51 samples from this scheme for the evaluation purpose. A 
sample of this scheme and the evaluation steps are 
demonstrated in Figure 5. 

 

 

 

 

 

 
 

Fig. 5. A sample of scheme 4 [8] and its evaluation steps. 

We then fed these samples to the pre-processing step with 
the following parameters: the threshold value of binarization 
was 80%. After that, we fed all samples to our segmentation 
algorithm, sequentially. The results of the segmentation step 
are that 49.02% of samples were incorrectly segmented, 3.92% 
of samples were partially segmented, and 47.06% of samples 
were completely segmented. 

Based on these results, we observed the following security 
weaknesses. The scheme applied a fixed number of letters. 
Besides, it used different colors for the content and noise. Also, 
it used a fixed font type. Finally, the applied salt and pepper 
noise as a background distortion can be easily removed in our 
experiment. 

5)  Scheme 5 [18]: This scheme is generated by 
BotDetect generator that provides challenges with many 
different styles and languages, in which Arabic language is 
one of them.  

We collected 30 different samples that are generated based 
on Arabic script for the evaluation step. A sample of this 
scheme and its evaluation steps are demonstrated in Figure 6. 

 

 

 
 

 

 

 

Fig. 6. A sample of scheme 5 [18] and its evaluation steps. 

We then fed these samples to the pre-processing step with 
the following parameters: the threshold value of binarization 
was between 30% and 80%, while removing objects was 
depending on the applied distortion. After that, we fed all 
samples to our segmentation algorithm, sequentially. The 
results of the segmentation step are that 53% of samples were 
incorrectly segmented, 23% of samples were partially 
segmented, 10% of samples were completely segmented, and 
13% of samples were not segmented at all. 

Table I summarizes the results of applying vertical 
segmentation algorithm on all schemes. 

TABLE I.  RESULTS OF ALGORITHM 1. 

Segmentation Category 
Schemes 

1 2 3 4 5 

Not segmented NA 0% NA 0% 13% 

Incorrectly segmented NA 10% NA 49% 53% 

Partially segmented NA 90% NA 3.9% 23% 

Completely segmented NA 0% NA 47% 10% 

C. Targeted Schemes (Using Algorithm 2) 
This section presents the results for schemes that are 

evaluated using joint point segmentation algorithm. Since we 
aim to segment Arabic words into characters, schemes 4 and 5 
will not be evaluated as these schemes contain isolated 
characters only (not words). The results of applying Algorithm 
2 on targeted schemes are as follows. 

1) Scheme 1 [6]: As mentioned in the previous section, we 
found only one sample from this scheme. Thus, the result of 
applying Algorithm 2 on this sample is shown in Figure 7 (a-
b). 

2) Scheme 2 [7]: We fed the same samples that were used 
in Algorithm 1 to Algorithm 2. Figure 7 (c-d) shows the result 
of applying Algorithm 2 on a sample of this scheme. 

3) Scheme 3 [17]: As mentioned in the previous section, 
we found only one sample from this scheme. Thus, the result 
of applying Algorithm 2 on this sample is shown in Figure 7 
(e-f). 

 
 



 
(a) Sample from Scheme 1 (b) Segmentation of (a) 

 
(c) Sample from Scheme 2 (d) Segmentation of (c) 

 
(e) Sample from Scheme 3 (f) Segmentation of (e) 

Fig. 7. Illustrations of samples from different schemes segmented using 
Algorithm 2 (only character main-bodies are shown). The filled circles denote 

the segmentation points. 

Table II summarizes the results of applying joint point 
segmentation algorithm, where the results are very 
encouraging, especially for Scheme 2 (which has the most 
number of samples). For Scheme 2 samples, 83% of the 
characters are fully segmented, which shows the vulnerability 
of the scheme. For schemes 1 and 2, we could not test on many 
samples, although the results are also excellent. 

TABLE II.  SUMMARIZED RESULTS OF SEGMENTATION BY ALGORITHM 2. 

Segmentation Category 
Schemes 

1 2 3 4 5 

Un- segmented  0% 0% 0% NA NA 

Completely segmented 67% 83% 100% NA NA 

Over-segmented 33% 17% 0% NA NA 

V. DISCUSSION 

Due to the fact that most of studies that proposed Arabic 
CAPTCHAs [6, 7, 17] did not make their generator publically 
available, we could not collect much samples in favor of 
evaluating the robustness of the proposed schemes. 
Nevertheless, investigating the design principles of the 
proposed schemes, in addition to the presented samples in the 
literature, assists us to draw some recommendations (discussed 
in Section VI) for designing CAPTCHA schemes resistant to 
the segmentation attack.  

On contrast, the schemes proposed by the websites in [8, 
18] allowed us to collect many samples, where the generated 
samples can be controlled in terms of different settings. For 
example, in [18], the user can choose the background color, 
text color, size of the text, etc. Based on the achieved results 
using Algorithm 1, the proposed scheme in [18] appears to be 
more robust (i.e. 10% of samples were completely segmented) 
against the segmentation attack, followed by the scheme in [8] 
(i.e. 47.06% of samples were completely segmented). The 
possible reason behind this may be that the generated samples 
in [8] seem not applying the collapsing approach (i.e. removing 
the space between characters) on characters, while samples in 
[18] were applying the collapsing approach to some extent.  

Furthermore, using Algorithm 2 for evaluating schemes 1, 
2, and 3 yields interesting results in which the segmentation 
attack on Arabic scripts can be further improved. Besides, we 

test the collected samples on the “Color Filling Segmentation” 
(CFS) algorithm [11] that is effectively like using a distinct 
color to flood each component. Unfortunately, this algorithm 
was not effective for schemes 1, 2, and 3 due to the fact that the 
letters are connected during writing both in printed and 
handwritten texts [16], as shown in Figure 8. However, this 
algorithm can intuitively be used in schemes 4 and 5 as they 
contain a set of separate characters.  

 
Fig. 8. A sample CAPTCHA image after applying CFS algorithm. 

Furthermore, the usability aspect is one of the fundamental 
features in generating a CAPTCHA [19]. For this, most of the 
state of the art Arabic CAPTCHAs did not take into account 
this important aspect. For example, studies in [6, 7, 17] did not 
conduct experimental studies to evaluate the usability of the 
proposed schemes. Nonetheless, the work in [7] did such 
survey to evaluate the satisfaction of the users, but it did not 
investigate the impact of the implemented distortions on the 
usability. Therefore, although this aspect is out of the scope of 
this paper, we will extend our work to cover this aspect.  

VI. RECOMMENDATIONS 

In this section, a number of recommendations have been 
derived empirically which can be used as a guideline to 
improve the robustness of typed-text Arabic CAPTCHAs. 
These recommendations are related to color, distortion, 
character set, number of letters, string style, string position, 
font type, font size, and image quality. 

A. Color 

Using a wide range of colors for both the background and 
foreground text, which have low contrast and similar darkness 
and lightness, can complicate the process of binarization step. 
By following this, an image can be either completely black or 
white. Accordingly, it is recommended to use a wide range of 
colors for both background and text with low contrast and 
similar darkness and lightness. 

B. Distortion (curves & dots) 

Background distortion can increase the robustness of 
CAPTCHA when the pre-processing algorithms cannot 
distinguish them from the text. This can be achieved by using 
distortion that have same color and similar shape and size of 
(target object) the foreground text. In this case, removing the 
distortion may lead to the removal of the original letters’ dots 
and/or distorting the letters’ strokes. Thus, it is recommended 
to apply dots as noises similar in sizes and shapes to the letters’ 
dots. In addition, curved lines having random shapes and 
lengths can be used. These lines should intersect CAPTCHA 
words, where the curve’s stroke width should be similar to that 
of letter strokes. 

C. Character set 

As stated in [12], using a large complex character sets that 
includes upper and lower case letters and digits for English 



CAPTCHAs is not effective in increasing the robustness, 
although the scheme may confuse the human reader. Since 
Arabic is cursively written, using words that consist of letters 
with digits in-between the letters may create gaps between the 
characters; thus facilitating the segmentation process. 
Consequently, using only Arabic letters is recommended, 
whereas using a large character set that may have, for instance, 
letters and numbers might reduce the usability. 

D. Number of characters 

When a CAPTCHA word has a fixed number of characters, 
character positions can be easily predicted. However, using a 
random number of characters can make this prediction 
complicated for the segmentation process. 

E. String style: cursive or separate 

Arabic text string in cursive style is more resistant to the 
segmentation attacks than using isolated letters. When the word 
has a larger number of connected letters, the difficulty in 
segmenting and detecting the correct joint points between the 
letters can be increased. 

F. Text position and rotation of baseline 

The rotation degree of baseline can increase the resistance 
against the segmentation attacks that depends on the projection 
(i.e. vertical segmentation). Therefore, it is recommended to 
use a random text position in the image and rotation of the 
baseline with random degrees. 

G. Font types 

There are different fonts for Arabic script, each of them 
differs in the design of the letters’ strokes and Ligatures. A 
letter stroke is drawn differently from font type to another, for 
instance, the letter “ـغـ” is drawn as filled or hollow depends on 
the font type. After removing the distortion this may confuse 
the machine if it is “ـفـ” or “ـغـ”. Accordingly, when using 
different font types and different font sizes, defining a 
threshold value as a distance (between letters) to segment the 
characters will be more difficult. The distance between two 
letters or the letter and its dot(s) varies from one font to 
another. 

H. Font size 

It is recommended to apply different font sizes in order to 
avoid any prediction to the letter’s pixel counts, as explained in 
[11]. 

VII. CONCLUSION 

Several Latin scripts based CAPTCHAs have been broken, 
which motivated researchers to propose Arabic script based 
CAPTCHAs. Although most of these proposed CAPTCHAs 
might be evaluated well against such attacks, they were not 
evaluated against the segmentation attack. As a result, this 
paper evaluated the robustness of reported Arabic CAPTCHAs 
against the segmentation attack. Using Arabic character 
segmentation algorithms, we could evaluate the available 
samples in the literature. The results showed that current 
schemes can be vulnerable to the segmentation attack. 
Moreover, a number of recommendations have been discussed 
that new CAPTCHA generators may follow as a designing 
guide.  

The authors are working to build a robust Arabic 
CAPTCHA generator based on the recommendations discussed 
in this paper. 

ACKNOWLEDGMENT  

The authors would like to thank Qassim University for 
supporting this research.  

REFERENCES 
[1] N. Roshanbin, , “Interweaving Unicode, Color, and Human Interactions 

to Enhance CAPTCHA Security ,” Ph.D. dissertation, Dept. Elect. and 
Comput. Eng, Univ. of Alberta, Edmonton, AB, 2014. 

[2] L. von Ahn, M. Blum and J. Langford, “Telling humans and computers 
apart automatically”, Communications of the ACM, vol. 47, no. 2, pp. 
56-60, 2004. 

[3] S. A. Alsuhibany, “A Benchmark for Designing Usable and Secure 
Text-Based Captchas, ” International Journal of Network Security & Its 
Applications, vol. 8, no. 4, pp. 41–54, Jul. 2016. 

[4] J. Yan and A. El Ahmad, “Usability of CAPTCHAs or usability issues 
in CAPTCHA design, ” in Proceedings of the 4th symposium on Usable 
privacy and security - SOUPS ’08, 2008, pp. 44–52. 

[5] C. A. Fidas, A. G. Voyiatzis, and N. M. Avouris, “On the necessity of 
user-friendly CAPTCHA,” in Proceedings of the 2011 annual 
conference on Human factors in computing systems - CHI ’11, 2011, pp. 
2623–2626. 

[6] M. H. Shirali-Shahreza and M. Shirali-Shahreza, “Persian/Arabic 
Baffletext CAPTCHA,” Journal of Universal Computer Science, vol. 
12, no. 12, pp. 1783-1796, 2006. 

[7] B. Khan, K. Alghathbar, M. K.Khan, A. M.AlKelabi, and A. Alajaji, 
“Cyber security using arabic captcha scheme, ” Int. Arab J. Inf. 
Technol., vol. 10, no. 1, pp. 76-84, 2013. 

[8] M. Anini, “Arabic CAPTCHA | عربية كابتشا - عركابتشا,” ArCaptcha - 
Arabic CAPTCHA | عربية كابتشا - عركابتشا. [Online]. Available: 
http://arcaptcha.anini.me. 

 .Available: http://captcha.hsoub.com .[Online] . ” ,العربية حسوب كابتشا“ [9]

[10] S. A. Alsuhibany and M. T. Parvez, “Secure Arabic Handwritten 
CAPTCHA Generation Using OCR Operations, ” 15th International 
Conference on Frontiers in Handwriting Recognition (ICFHR-2016). 

[11] J. Yan and A. El Ahmad, “A Low-cost Attack on a Microsoft 
CAPTCHA,” in Proceedings of the 15th ACM conference on Computer 
and communications security (CCS ’08), 2008, pp. 543-554. 

[12] E. Bursztein, M. Martin and J. Mitchell, “Text-based CAPTCHA 
strengths and weaknesses,” in Proceedings of the 18th ACM conference 
on Computer and communications security - CCS ’11, pp. 125-138. 

[13] A. El Ahmad, J. Yan and L. Marshall, “The robustness of a new 
CAPTCHA, ” in Proceedings of the 3rd European Workshop on System 
Security - EUROSEC ’10, 2010, pp. 36-41. 

[14] M. S. Shahreza, “Verifying Spam SMS by Arabic CAPTCHA,” in 2nd 
IEEE International Conference on Information and Communication 
Technologies (ICTTA’06), 2006, pp. 78-83. 

[15] “GSA Captcha Breaker,” GSA - Softwareentwicklung und Analytik 
GmbH, 2016. [Online] Available: https://captcha-breaker.gsa-online.de/ 

[16] S.A. Sattar, S. Haque, M. K. Pathan and Q. Gee, “Implementation 
challenges for nastaliq character recognition,” Wireless networks, 
information processing and systems, 2008, pp. 279-285. 

[17] M. H. Shirali-Shahreza and M. Shirali-Shahreza, “Advanced Nastaliq 
CAPTCHA,” 7th IEEE International Conference on Cybernetic 
Intelligent Systems, London, 2008, pp. 1-3. 

[18] “BotDetect CAPTCHA Demo – Features,” Captcha.com, 2016. 
[Online]. Available: https://captcha.com/demos/features/captcha-
demo.aspx. 

[19] S. A. Alsuhibany, “Optimising CAPTCHA Generation,” 2011 Sixth 
International Conference on Availability, Reliability and Security, 
Vienna, 2011, pp. 740-745. 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /DoulosSIL
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KristenITC-Regular
    /KrutiDev040Bold
    /KrutiDev040BoldItalic
    /KrutiDev040Condensed
    /KrutiDev040Italic
    /KrutiDev040Thin
    /KrutiDev040Wide
    /KrutiDev060
    /KrutiDev060Bold
    /KrutiDev060BoldItalic
    /KrutiDev060Condensed
    /KrutiDev060Italic
    /KrutiDev060Thin
    /KrutiDev060Wide
    /KrutiDev070
    /KrutiDev070Condensed
    /KrutiDev070Italic
    /KrutiDev070Thin
    /KrutiDev070Wide
    /KrutiDev080
    /KrutiDev080Condensed
    /KrutiDev080Italic
    /KrutiDev080Wide
    /KrutiDev090
    /KrutiDev090Bold
    /KrutiDev090BoldItalic
    /KrutiDev090Condensed
    /KrutiDev090Italic
    /KrutiDev090Thin
    /KrutiDev090Wide
    /KrutiDev100
    /KrutiDev100Bold
    /KrutiDev100BoldItalic
    /KrutiDev100Condensed
    /KrutiDev100Italic
    /KrutiDev100Thin
    /KrutiDev100Wide
    /KrutiDev120
    /KrutiDev120Condensed
    /KrutiDev120Thin
    /KrutiDev120Wide
    /KrutiDev130
    /KrutiDev130Condensed
    /KrutiDev130Thin
    /KrutiDev130Wide
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MTExtraTiger
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SILDoulosIPA
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /SymbolTiger
    /SymbolTigerExpert
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Tiger
    /TigerExpert
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


